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#include <math.h>

double AttackerSuccessProbability(double q, int z)
{

doublep=1.0-q;

double lambda =z * (q/ p);

double sum = 1.0;

int 1, k;

for (k =0; k <= z; k++)

{

double poisson = exp(-lambda),
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forG=1;1<=k;i++)

poisson *= lambda / i;

sum -= poisson * (1 - pow(q/ p, z - k));
}

return sum,
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Notes and Further Reading (Not to be translated)

Notes:

1. A sophisticated reader may notice that in fact a
Bitcoin address 1s the hash of the elliptic curve
public key, and not the public key itself. However,
it is in fact perfectly legitimate cryptographic
terminology to

refer to the pubkey hash as a public key itself. This
1s because Bitcoin's cryptography can be
considered to be a

custom digital signature algorithm, where the
public key consists of the hash of the ECC pubkey,
the signature

consists of the ECC pubkey concatenated with the
ECC signature, and the verification algorithm
involves

checking the ECC pubkey in the signature against
the ECC pubkey hash provided as a public key and
then
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verifying the ECC signature against the ECC
pubkey.

2. Technically, the median of the 11 previous
blocks.

3. Internally, 2 and "CHARLIE" are both numbers,
with the latter being in big-endian base 256
representation. Numbers can be at least 0 and at
most 2°256-1.

Further Reading

1. Intrinsic value: https://tinyurl.com/BitcoinMag-
IntrinsicValue

2. Smart property:
https://en.bitcoin.it/wiki/Smart_Property

3. Smart contracts:
https://en.bitcoin.it/wiki/Contracts

4. B-money: http://www.weidai.com/bmoney.txt
5. Reusable proofs of work:

http://www .finney.org/~hal/rpow/

6. Secure property titles with owner authority:

http://szabo.best.vwh.net/securetitle.html
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7. Bitcoin whitepaper:
http://bitcoin.org/bitcoin.pdf

8. Namecoin: https://namecoin.org/

9. Zooko's triangle:
http://en.wikipedia.org/wiki/Zooko's_triangle
10. Colored coins whitepaper:
https://tinyurl.com/coloredcoin-whitepaper
11. Mastercoin whitepaper:
https://github.com/mastercoin-MSC/spec

12. Decentralized autonomous corporations,
Bitcoin Magazine:
https://tinyurl.com/Bootstrapping-DACs

13. Simplified payment
verification:https://en.bitcoin.it/wiki/Scalability#Si
mplifiedpaymentverification

14. Merkle trees:
http://en.wikipedia.org/wiki/Merkle tree

15. Patricia trees:

http://en.wikipedia.org/wiki/Patricia_tree
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16. GHOST:
http://www.cs.huji.ac.il/~avivz/pubs/13/btc_scalab
ility_full.pdf

17. StorJ and Autonomous Agents, Jeff Garzik:
https://tinyurl.com/storj-agents

18. Mike Hearn on Smart Property at Turing
Festival:
http://www.youtube.com/watch?v=Pu4PAMFPo5
Y

19. Ethereum RLP:
https://github.com/ethereum/wik1/wik1/%SBEnglis
h%5D-RLP

20. Ethereum Merkle Patricia trees:
https://github.com/ethereum/wiki/wiki/%5BEnglis
h%5D-Patricia-Tree

21. Peter Todd on Merkle sum
trees:http://sourceforge.net/p/bitcoin/mailman/mes
sage/31709140/
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Digital currencies

UX: Biticon is treated as "private money’ When bitcoin is exchanged for sterdng or for
foreign cuimenaies, such as euro of dodiar, no VAT wil be due on the value of the bitcoins
themselves However, in all instances, VAT wil be due in the normal way from suppliers of
any goods of services sold in @xchange for bitcoin or other samilar cryplocurrency. Profits
and losses on cryptecurrences are subject 10 capital gains tax.!

| On 16 November 2013, Norman Chan, the chief éxecutive of Hong Kong
1 Monotary Authonty (HKMA) said that bitcons is only a virtual commodity.

Hong {88 Ho also decided that atcons will not be regulated by HKMA. However, the
Kena authonty will be closely watching the usage of bitcoins localty and s
development overseas &3
On 19 August 2013, the German Finange Ministry announced that bitcoin
IS now essentialty a "umt ¢f accoun™ and can be usad for the purpose of
cemmany '

 tax and rading in the country. It is not classified as a foreign cufrency or -
' money but stands as “privats money”

United States Bitcoin and other currencies were raceived generally positively, with it beng
stated that biicoin was a "legal means of axchange™ and that “online payment systems, both
contralized and decentralized, offer legitimate financial services™ by US officials such as
Pater Kadzk and Mythit R it was noted, howaver, that the Jusbce Departmert's
Cnminal Dwvision has seen an increased use of virtual currenc:@s for Ilegal purposes such as
drugs and chid pornography The U.S. Commodity Futures Trading Commission stated in
March 2014 it was considenng regulation of digital currencresAs of November 2014, there
are no final rules at the U.S. state leve! yel,

http://en.wikipedia.org/wiki/Cryptocurrency

Fraudiedit)

On August 6, 2013 Magstrate Judge Amos Mazzant of the Eastom District of Texas foderal
court ruled that becausa cryptocurrency (axpressly bitcon) can be used as monoy (¢ can be
used fo purchase goods and services, pay for indwvidual kiving expenses, and exchanged for
conventional curmroncics), i s a currancy or form of money. This ruling allowed for the SEC to
have junsdiction over casos of socunbos fraud involving cryplocurrency. ™
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GBL, a Chinese bitcoin rading platform suddenty shut down, and up (o $5 milion worth of
bitcotn disappeared with it 8 Subscnbers were unable to log nto the Chinese brtcon
platform on Oclober 26, 2013,

In February 2014 cryplocumency made national headtines due 10 the wodd's largest bitcoin
exchange, Mt_Gox, declanng bankruptcy. The company statod that it had lost nearly $473
militon of their customer's betcoins likely due to theft. This was equivalent to approxmately
750,000 bitcoins, or about 7% of all the bitcoins in existence. Due to this cnsis, smong other
news, the prce of a bitcon fetl from a high of about $1,160 in December o under $40C in
February 2

List of cryptocurrenciesedit;
Tiws is a list of some of the well-known crypiocurrencies. There were more than 530

aryplocutiencies available for rade in online markets as of T November 2014 bul only 10 of
thern had martket capitatzatons over $10 million =

Release Cumency Symbol Founder &;;H.:flm Timestamping
2000 e prcum  SESN g ocgmn  poymns
2011 Namecoi™®  NNMC Vinoent SHA-256 POV
2011 Lilecop®  LTC  Chaeslee™  scryptu POW
2012¢  Peeccon  PPC (pf:::nﬁ:gp SHA-256%  POW &POS
2013 Sﬁ XRPea i:'sm ECDSA™  “Consensus®
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Release Currency Symbol Founder !’.‘.ﬁi’.‘ Timestampling
Algorith
2013 Mastorcon MSC J. R Willett &3 SHA-256458 WA

: . Sunny King
13 XPM
20 Prmecoin [ sonymys JCCRCCIMYN POWPa

Jackson Paimer

2013 Rogecony*t DOGE & Bily Markus® scrypts POW
Evan Duffield &

1400 rkooin™ " DRK X1i1 ~
20 Kyle Hagan™ POW & POS™ ™
Baldur Odinsson

2014 i AUR
Auroracoin ( Sonymyp scrypt POW
2014 BlackCoin BC,BLK PoS

Legisiative branch

The SEC case has forced the legislative branch of government to consider
bitcoin’s legal status. Shavers had claimed that he coukd not be prosecuted
for securities fraud, as bitcoin wasn’'t money. However, Judge Amos
Mazzant issued a memerandum arguing that bitcoin can be used as
money....

The Department of Homeland Security was the most worried about the
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criminal threat from illicit use of bitcoin, while the Department of
Justice, the Federat Reserve and the Department of Justice all
acknowledged the legitimate uses of virtual currencies. The SEC argued
that “any interests issued by entities owning virtual currencies or
providing retums based on assets such as virtual currencies” were
considered securities and thus fell under its remit.........

What this means to you

The legality of bitcoin depends on who you are, and what you're doing with
it.

There are three main categories of bitcoin stakeholder. Someone may fall
under more than one of these categories, and each category has its own
legal considerations.

Usars

These are individuals that obtain bitcoins, and either hoard them or spend
them. Under the FINCEN guidance, users who simply exchange bitcoins
for goods and services are using it legally.

FinCEN: “A person that creates units of this convertible virtual currency
and uses it to purchase real or virtuatl goods and services is a user of the
convertible virtual currency and not subject to regulation as a money
transmitter.”

Miners

According to the FinCEN guidance, people creating bitcoins and
exchanging them for fiat currency are not safe.

FInCEN: "By contrast, a person that creates units of convertible virtual
currency and sells those units to another person for real currency or its
equivalent is engaged in transmission to another location and is a money
transmitter.”

Miners seem to fall into this category, which could theoretically make them
liable for MTB classification. This is a bone of contention for bitcoin miners,
who have asked for clarification. This 1ssue has not to our knowledge been
tested in court.
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Exchanges
Exchanges are defined as MTBs.

FINCEN. “In addition, a person is an exchanger and a money transmitter If
the person accepts such de-centralized convertible virtual currency from
one person and transmits it to another person as part of the acceptance
and transfer of currency, funds, or other value that substitutes for
currency.”

www. en wikipedia. org/wikiiMoney

Monay s any tem or verifiable record that is generally accepted as payment for goods and
services and repayment of debts in a parbocular country of socio-economic context M The
main functions of money are distngusshed as: a medium of exchange: a und of agcount.

a slore of value; and, perhaps. a glandard of deferred payment & Any item or venifiable
record that fulfilis these funchons can be considered money,

Money is histoncaily an emerngent market phepomenon estabishing a comamaoddy money. but
nearly ali contermporary money systems are based on fial money ¥ Fial money, like any
check or note of debt, is without intrinsic yse value as a physical commodity It derives its
value by being declared by a government to be leqal tender; thatis, & nuist be accepled as a
form of payment within the boundanes of the counlry, for “all debls, pubiic and prvatle” bame
sed Such laws in practice cause fiat money o acquire the value of any of the goods and
services that it may be raded for within the naton that issues it
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the Fijans, to tobacco among early colonists in North America, to
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World War Il Germany and in prisons the World over. The
development of moncy has been marked by repeated innovations
in the objects used as moncy . (Encyclopedia Britannica, Ed:15, Vol:24,
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